NudopmanuoHHas NaMATKA AJIs1 00y4ar0IIMXCH

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
IMKOJIBHUKU W CTYACHTBI OJHH H3 CaMbIX AKTHBHBIX 110JIb30BaTEIICH PYHeTa.
MC)K,Z[y TEM, IOMHUMO OI'POMHOI'O KOJIHUYCCTBA BO3MOH(HOCT€ﬁ, HHTCPHCT HCCCT U
HpO6J’ICMBI. OTa namsaTka JOJIDKHa IIOMOYb TeOe Oe301acHo HaxXoOOUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MIPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailyibl U JaHHBIE, IOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alylieHa 3apaK€HHas Iporpamma, a TakXe NOBPEIUTh WM JaXKe YHUUYTOKUTH
OIEpaIlMOHHYIO CUCTEMY CO BceMH (haiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
pacIpoCTpaHsAOTCs BUPYCHI uepe3 ceThb «HTepHeT.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIIHNC CGpLG?»HBII?I
YPOBCHB 3allIUTHI OT BPCAOHOCHLIX ITPOI'paMM;

2. YcranaBnuBail JIMIIEH3UOHHBIC AHTHUBUPYCHBIE MPOTPaMMbl HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

3. TlocrossHHO ycTaHaBnuBai medatd (UUQPOBBIC 3aMIaTKH, KOTOPHIE
ABTOMATHYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKHA MPOrpaMMbl) U JIpYyrue
OOHOBJICHHSI CBOE€H omnepalMoOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

4. PabGoraii Ha CBOEM KOMIIBIOTEpE IO/ TpaBaMU I[OJIH30BATENs, a HE
aIMUHUCTpAaTOpa. OJTO HE TMO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX MPOrPaMM
WHCTAJUIUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIT;

6. Mcnonp3yii BHEmIHWE HOCUTENW HH(OpMAaIu, Takue Kak Qiemn-Kkapra,
TUCK Uiy (Ghaia U3 HHTEPHETA, TOIBKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBali KOMMBIOTEpHBIC (DAMIIBI, TOJYYCHHBICE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUcan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HET0, OTIPABJISUI JIU OH TeOE uX.

Ceru WI-FI

Wi-Fi - 5170 He BHI mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OpeH/I,



mapka. Eme B 1991 romy Humepmaniackas KOMMAaHHUS 3apeTHCTpUpOBasia OpeHT
"WECA", urto o6o3Havyasio cinoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras ab0peBuaTypa, KOTopas SBISIETCS TaKoOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO IaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3ByKoBoW TexHuku Hi-Fi, uro B mnepeBoje
03HayaeT '"BBICOKAsi TOUHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adpornopTax SBISCTCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJAa B MHTEpHET. Ho MHOruMe sKkcmepThl CUMTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He SBst0TCS O€30MaCHBIMU.

CoBeTsblI 110 6€30MacHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JIMuHy0 HH(POpMaIHIO yepe3 ooienoctymnabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JAOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit © OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pynkiuto "OO6mmii noctyn K daiinam
u npuntepam". JlaHHas (yHKIMS 3aKpbITa MO YMOJYAHUIO, OJTHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ang nmepemaum nuuHBIX TaHHBIX,
HaAIMpUMeED IS BBIXOA B COIIMAIBHBIE CETH WX B AJICKTPOHHYIO MTOYTY;

5. HUcnonp3yit Tonpko 3ammuieHHoe coequnenue yepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "lloakmrouenne k Wi-Fi
apTomatnuecku". He nomyckali aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIITy KU3Hb, MHOTHE JTIOJU padOTaIOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3aperucTpupoBaH MUJUIHAP]] YEIIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTENIN HE
MMOHUMAIOT, YTO MH(OpMaIms, pa3MeliecHHAs UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HalJleHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
0JIaruMy HaMEpEHHUSIMHU.

OcHOBHEBIE COBETHI 0 O€30IIaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y Te0si B APY3bsiX HE JOJKHO ObITh CIIyYalHBIX



1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBoO YacTHYIo xu3Hb. He yka3piBait maponu, TenedoHsl, aapeca,
JaTy TBOETO POXACHUS M JPYTryI0 JUYHYIO HHQOpMaluio. 3JI0yMBIILIEHHUKH
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETH
IUTAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. Bamumiail CBOIO penmyTaluio - Iep>KU €€ B UUCTOTE U 3a/1aBail cebe BOmpoc:
XOTen Obl Thl, YTOOBI ApPyrHe MOJIb30BATENNM BHUJEIH, YTO Thl 3arpykKaeuib?
[Toxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIUCATh U 3aTPy3UTh;

4. Ecn Tl TOBOPHILB C JIOJAbMHU, KOTOPBIX HE 3HAElIlb, HE UCIOJIb3YH CBOE
peanbHOE UM U IPYTyI0 JUYHYIO MH(OPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
y4eObl U poYee;

5. N3berail pazmemenust gororpaduii B IHTEpHETE, TlIe Tl M300paxKeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECITUTh TBOE MECTOTIOJIOKCHHE;

6. HpI/I perucrpaivu B COHHaJIBHOﬁ CCTHu HCO6XOIII/IMO HCIIOJIB30BaTh

CJIOKHBIC I'IapOJII/I, COCTOAIINE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

7. Hdns couManbHOW CeTH, TOYTHl W JPYrMX CalTOB HEO0OXO0IUMO
WCITIOJIB30BaTh pa3Hble mapoyu. Torma eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIINICHHUKH
IIOJIy4aT AOCTYMH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO TIUIATEXEH, OJHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOJYUYNUTh ITH JEHBTH.

QHCKTPOHHBIG JACHBI'H ITOABHJINCH COBCEM HCIABHO M MMCHHO H3-34 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTMCAHO B 3aKOHE, TJIe MX
pa3IensaioT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. PazHuIa B TOM,
YTO QHOHUMHBIE - 3TO T€, B KOTOPBHIX pa3peliacTcs IMPOBOAUTHL Omeparuu 0e3
UJISHTH(PUKAIINY [T0JIb30BaTENsA, a B HCAHOHUMHBIX UACHTH(UKAIUS TI0JIb30BaTEIIS
SIBJISIETCS 0053aTEIHHOMN.

Taxxke crnemyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE JIEHBIH (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JCHHIU (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHEBIE COBETHI IO O€30TaCHO pa60Te C JJICKTPOHHBIMHU ACHbI'aMU:

1. IIpuBsiku K cueTy MOOUIIbHBIN TenedoH. DTO caMblil YIOOHBIN U OBICTPHII
crioco® BOCCTAaHOBHUTH JOCTYN K cdery. lIpuBsi3aHHBIA TeneoH MOMOXKET, €CIH



3a0yJenb CBOM IUTaTeXHBIA TMAapoib WM 3alJellb Ha CalT C HE3HAaKOMOTO
YCTPOWCTBA;

2. Hcnonb3yit opHopazoBbie maponu. [locne mnepexona Ha YCHICHHYIO
aBTopu3aIuio Tebe yke He OylneT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEXKHOTO MAPOJIs;

3. BriOepu cnoxsbslii maposb. [IpecTtynHukam Oyzner He HpOCTO Yrajaathb
CJIO’KHBIN naposb. HaznexHsle mapoau - 3ToO NapoJii, KOTOpPbIE COAEpKAT HE MEHEE
8 3HAaKOB M BKIIOYAIOT B ce0s CTPOYHbIE U TMPOIMHUCHBIE OYKBBI, HUGPHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
t.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA M0YTA

DJIEKTPOHHAS TMOYTa - 3TO TEXHOJOTHUS M MPEAOCTABISEMBIE €H0 YCIYTH IO
MEPECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMs_JioMeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh Tepe/laBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTE C ICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBuUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIEe IOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOU MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonw3yil ABYXATaMHYH aBTOPM3ALMIO. DTO KOTJa IMOMHMO TapoJis
HY>KHO BBOJUTH KO/I, TpUChUIaeMbIil o SMS;

4. BeiOepu CIOKHBIN Mapoiab. J{JIs KakI0ro IMOYTOBOTO SITUKA JTOKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ectb BO3MOXXHOCTH HAmMCaTh CaMOMYy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX AIMMUKOB. IlepBblii sl 4YacTHOM
MEPEINUCKU C aJpecaraMu, KOTOPHIM Thl JOBEPSEIb. JTO AJIEKTPOHHBIN aapec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha opyMax U calTax;

7. He oTkpwiBaii (ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH
NPUIILIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
Gbaiisr;



8. Tlocne okoHyaHust paOOTHI Ha IOYTOBOM CEPBHCE MEped 3aKphITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KnOepOyajimHr uim BUPTYaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npeciieIoBaHue COOOIIIECHHUSAMU, coAep KaluMHU
OCKOpPOJICHMS, arpeccuio, 3aIlyruBaHuUE; XYJIUTAHCTBO; COIMAJIbHOE
OOMKOTHUPOBAHKE C MTOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOSPOYTITMHTOM:

1. He Opocaiics B 60ii. JIyumuii crmoco6: mOCOBETOBATHCS Kak ceOsl BECTH U,
€CJIM HEeT TOro, K KOMYy MOKHO OOpaTHThCS, TO BHa4YaJle yCTIOKOWUTHCS. Eciaum T
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoel kubeppemyTaiuei;

3. AHOHMMHOCTh B CE€TH MHHMas. CYHIGCTBYIOT CITOCOOBI BBIAICHUTDL, KTO
CTOUT 3da AHOHMMHBIM aKKayYHTOM;

4. He crout BecTH XyNnuTraHCKUW o0Opa3 BHUpPTyaJibHOW >ku3HU. MHTEepHeT
(buKCUpyeT BCe TBOM JEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYyIHUTEIIBHO;

5. Cobnrofail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyit enauHu4HbI HeratuB. (OIHOPA30BBIE OCKOPOUTEILHBIE
cooOlleHUsl Jyulne urHopupoBaTb. OOBIYHO arpeccus MpeKpalaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OTpEJICTICHHBIX aIPECOB;

8. Ecnu ThI cBuzerens kubepOysuivHra. TBou NeHCTBUS: BBICTYIUTH MPOTHB
npecienoBaTensa, M0Ka3aTb €My, YTO €ro JEWCTBUS OLIEHHUBAIOTCS HEraTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEIACHUS B CETH.

MoouabHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U MJIAHIIETHI COAEPKAT B ceO€ BIOJIHE B3POCIHbIN
(GyHKUHMOHAT, W TENepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlbtoTepamMu. OHAKO, CPEACTB 3aLIUTHI JIs1 MOJOOHBIX YCTPOUCTB MOKA OYEHB
Mmajno. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX TMPOUCXOJUT HE TaK
MHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaeTrcst 1 MOOMIIbHBIX MPUITOKEHUM.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JOTHAIN HACTOJIbHBIC
aHaJOr¥, OJHAKO pacuMpeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3aIUIIIEHHOCTb.

]_IaJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I51, 3daKPbIBAIOIIUC
KPUTHUYCCKHUC YA3BUMOCTHU JJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e3011acHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudero He sBisieTcss mo-HacToseMy OecrulaTHeIM. Byabs ocTopokeH, Bedb
Korja tebe mpenngaraiT OecraaTHbIH KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTbh SMS, ¢poTto uinm Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TTPOTPAMMBI JIsI MOOMJILHBIX TEIS(HOHOB;

He 3arpy>1<aﬁ IMPpUIO0KCHUA OT HCHU3BCCTHOI'O HCTOYHHKA, BCIb OHH MOIYT
COACPKATb BPCAOHOCHOC IIPOIrPaMMHOC O6CCH€‘1€HH€;

[Tocne Toro Kak Thl BBIAJEIIL C CalTa, TJe BBOAWI JIMUYHYIO WH(OpPMAIHUIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepynoanyecku nmpoBepsiii, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/Aa Thl UM He Moib3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacO4HbI€, 3aXBaThIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JaHHBIH UM MHp, OOIIAOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM M TOJYYalOT OMNBIT. 33 YAOBOJIbCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha NojJepKaHUE U PA3BUTHUE UTPHI, a TAKXKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIIYCKAIOTCS HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU ISl MPOTPAMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOMUT OIIaCaTbCA HE CTOJIBKO CBOHMX COIICPHHUKOB, CKOJBKO



KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOIBITHHCTBA
urp.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAYHTA:

1. Ecniu npyroit urpok Bener ceOs IUIOXO0 WM CO3AaeT Tebe HEmpUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Homanyﬁca AIMUHUCTPATOPAM HUI'PBI HAa INIOXOC IMOBCACHUC 3TOI'O UI'POKA,
KCJIATCIIbHO ITPHUJIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUIC CKPHUHOB,

3. He ykaspiBaii muunyto nHGOpMaIuio B mpodaiine urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJBI,

6. Mcrionb3yii CIOKHBIE U pa3HbIE NAPOJIH;

7. Jaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIIb, HO
C Ppa3BUTHEM WHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOMMBIM" JIEJIOM.

Tax mnosiBUnIach HoOBas yrpos3a: HMHTEPHET-MOIICHHWYECTBA WM (DUIIMHT,
rJlaBHas LEeJIb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIHMAIBHBIX JaHHBIX
MOJIb30BaTENEN - JOruHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas j0Bs, password - maposn).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTUHTOM:

1. Cnenmn 3a cBOMM akkayHTOM. Ecim Thl mojo3peBacliib, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JOKUpPOBAaTh €€ W COOOIIUTh
aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Vcnone3yii Ge3omnacHble BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB H
MOMCKOBBIX CUCTEM;

3. Ucnonw3yil cioxHbIE W pa3Hbie Mmapoiu. Takum oOpazoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poITro B CETH, a HE KO BCEM;

4. Ecnu T1ebs B3noManM, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE 100ABJIEHbI y T€0s B APY3bsX, O TOM, YTO Te€Os B3JIOMANH U,



BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DUIITMHTOBBIE
CaWTHhI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOUM cOXpaHeHue mapodsi B Opaysepe;

7. He oTkpwiBaii ¢ailyibl U Jpyrue BIOKEHUS B MUCbMaX, JdaXKe €CIM OHU
IOPUIILTA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(haitibl.

Hugposas penyrauus

Hudposas penyranus - 3T0 HEraTUBHAs WIM NO3UTUBHASA UH(POpPMALUS B CETH
o Tebe. Komnpomerupytomas uHdopMaiusi, pa3MeIlieHHass B UHTEPHETE, MOMKET
CEpbE3HBIM O00pa30M OTpPa3UThCAd Ha TBOEH peanbHOM xku3HH. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN popmupyeTcs u3 uHpopmanuu o tedbe B
UHTEPHETE.

TBoe MmecTo KHUTCJIBCTBA, y‘-Ie6I>I, TBOC (bHHaHCOBOG ITIOJIOXKCHHC, 0COOECHHOCTH
XapaKTepa U paCcCKa3bl O OJM3KHUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuil. Thl maxe He
CMOXKeIIb IorafaThcsi O TOM, 4TO ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KomMmeHTapuu, pasmenienre TBoux ¢ororpaduil u Apyrve IeHCTBHUS MOTYT
HE MCYE3HYTh JaXK€ IIOCJE TOr0, KaK Thl MX YJIalWIIb. [hl HE 3HACHIb, KTO
COXpaHWw1 3Ty WHPOpPMALMIO, Monajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JM OHA, a TJAaBHOE: YTO MOAYMAalT O TeOe OKpPYXalollue JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MH(OpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 H0OphIX MOOYKICHH, TaK U C HAMEPEHUEM MPUYUHUTD BPEl. ITO
MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEITyTaIUU:

1. [Tomymaii, mpexae yeM 4To-To MyOJUKOBATh U TepenaBarh y ce0s B Oyore
WA B COIMATIBHOM CETH;

2. B nactpoiikax mpoduis yCTaHOBH OTPAaHUYEHHUS HA MPOCMOTP TBOETO
pouIIsS U €ro COACPIKUMOTO, CACNIal €ro TOJIBKO "/ist py3eit'”;

3. He pasMemaii u He yka3biBaili WHPOpPMAIIHIO, KOTOpask MOXKET KOro-iubo
OCKOPOJISATH UJIH OOMXKATh.
ABTOpPCKOE IPaBo



CoBpeMeHHbIE TIKOJbHUKH - AaKTUBHBIE TIOJb30BaTeNd  IU(PPOBOTO
npoctpaHcTBa. OJHAKO JajleKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOro  Mupa TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIUIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3iIHYHBIM
TBOPEHHSIM 4EJOBEYECKOI'0 yMa, HauyWHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HaYarOMUX COOCTBEHHOCTh Ha MPOIYKTHl U YCIYTH, U 3aKaHUYMBasi KHUTAMU,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO NpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTHh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KAaueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPy aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocCTpaHsATh, MyOJIWYHO JEMOHCTPUPOBaTh, IPOJaBaTh, HMIIOPTHPOBATH,
ycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MMOKA3bIBATh/UCHONIHATE B 3(upe mim
pa3mears B MIHTEpHETE.

Hcnonb3oBanue "mupaTrckoro” mporpaMMHOT0 00eCTICUeHHUST MOXKET MPUBECTH
K MHOTHM PHCKaM: OT ITOTE€PH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKU TBOETO
YCTPOWMCTBA, TAE€ YCTAHOBJICHA HeJeTalbHas IporpamMma. He crouTt Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHble W OECIUIaTHBIE MPOrpaMMBbI, KOTOPHIE
MO’KHO HAaWTH B CETH.



